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SAFETY DEVICE FOR A STORED-PROGRAM CONTROL 
Background Information 

German Patent No. 44 06 094 describes a method and a device for real-time 
operation of a processor. In order to operate a processor in real time under a non-real 
time-capable operating system, the existing external hardware interrupt sources have 
5 direct access to the non-maskable processor interrupt, bypassing the existing interrupt 
hardware and software. 

O Strict safety requirements of a stored-program control, however, call for additional 

y measures in order to guarantee both the safety standard and the user-friendliness of a 

. Si. 

1(|= stored-program control, which can be run on a conventional personal computer. 

^ >l Summary Of The Invention 
13 The safety device according to the present invention for a stored-program control has a 
r\ controller which exchanges data with a stored-program control and, via a bus controller 
15J and a bus system, with the peripheral to be controlled. A memory is provided, in which 
:g safety-relevant data of the stored-program control is stored, which the controller can 

access. In this preferably non-volatile memory, the data required for starting the stored- 
program control, such as remanent flags and important data modules, are stored. This 
additional storage allows the stored-program control to be quickly started in the event 
20 of a malfunction of the personal computer assuming the functions of a stored-program 
control. A conventional personal computer can be easily retrofitted with the hardware 
configuration according to the present invention in the form of an appropriate plug-in 
card. 

25 Another embodiment provides a monitor in addition to the controller, which exchanges 
data with a stored-program control and, via a bus system, with the peripheral to be 
controlled. It monitors a ready status signal generated by the stored-program control 
and transmitted to it by the controller. A contactor providing an output signal which 


2 

displays the operability of the stored-program control is activated as a function of the 
monitor. For example, if the ready status signal is not detected during a predefined 
period in a manner that is recognized as valid, the contactor modifies its output signal, 
so that the user is informed that the stored-program control is in an irregular state. With 
5 the help of the contactor output signal, the user can activate appropriate 

countermeasures or warning functions. The output signal is implemented via a zero 
potential contact. 

According to one advantageous embodiment, the monitor activates a bus controller 
10 controlling the bus system as a function of the ready status signal. If the ready status 
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; f i signal of the stored-program control allows the stored-program control to conclude that 
a malfunction has occurred in the stored-program control, the monitor activates the bus 
controller so that the latter sends an activation signal corresponding to a safety state to 

!■«* the peripheral. 

15" 

c\ Another embodiment provides an additional interface in addition to the controller which 
W exchanges data with a stored-program control and, via a bus system, with the 
:|i peripheral to be controlled. This interface receives at least one control signal, which is 
" forwarded to the stored-program control via the controller. The user can access the 
20 stored-program control, for example, via stop, on, or start commands, even if a non-real 

time-capable operating system, which normally ensures data exchange between user 

and stored-program control, is out of service. 

In another embodiment, a real time controller is provided in addition to the controller 
25 which exchanges data with a stored-program control and, via a bus system, with the 
peripheral to be controlled. The real time controller sends a control signal to a bus 
system of a personal computer, and the bus system of the personal computer allows 
data exchange between the controller and the stored-program control. This real time 
controller may form an embodiment as described under the related art. The control 
30 signal ensures real time capability for a processor on which a non-real time capable 
and a real time capable operating system may be run. The two operating systems 
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cannot operate simultaneously without this real time controller. 

The components described for the different embodiments can be integrated to form a 
single functional unit in any combination according to the user's desires. 

5 

According to one advantageous embodiment, the controller, the memory and the 
monitor are arranged on a single circuit board. This ensures a highly reliable 
embodiment. 

10 According to another advantageous embodiment, the controller, the monitor, the 

contactor and the interface are integrated to form a functional unit on a circuit board. In 
addition to the safety-relevant function blocks, the interface and the contactor allow the 
user to access the monitor function and to issue direct commands to the stored- 
M program control. 

H Brief Description Of The Drawings 

}*£ Figure 1 shows a first block diagram of the device according to the present invention. 

**** 

" Figure 2 shows a second block diagram of the device according to the present 
20 invention. 

Detailed Description 

According to Figure 1, a controller 10 exchanges data with a stored-program control 
(not illustrated) via a computer bus system 12. Controller 10 ensures data exchange 

25 with a memory 14. Controller 10 exchanges data with a bus controller 18, which 
accesses a bus system 20, to which peripheral 32 to be controlled is connected. 
Interface 16 receives control signals 17, which are relayed to controller 10. Controller 
10 forwards a wake-up signal 25 of the stored-program control to a monitor 24. As a 
function of the wake-up signal 25, monitor 24 activates bus controller 18. Another signal 

30 generated by monitor 24 is sent to both contactor 26 and an AND gate 28. Controller 
10 provides AND gate 28 with a ready status signal 23 coming from the stored- 


program control as another input signal. The output signal of AND gate 28 is sent to 
contactor 26, which generate an output signal 27, which can be picked up at two 
terminals. Controller 10, memory 14, interface 16, bus controller 18, real time controller 
22, monitor 24, contactor 26 and AND gate 28 are arranged on a plug-in card 30. 

f igure 2 aga i n shows tho abovo - doscr i b e d components pluy- i n c ard 3U, control 
17, output signal 27, bus system 20 and peripheral 32 connected to^tbe-tfus system. 
Plug-in card 30 is now inserted in the slot of a conventicu=vat^omputer 50 and connected 
to a display window 45 via the computer^ysteffi12 running under an operating system 
43, to an SPS program 49 J jdd^tcf1may run under a real time operating system 47, a 
processor 51^nd*tfmain memory 53. A programming environment 41, not necessarily 
fert etjfat e d i n comput e r 50, a l so runs und e r ope r at i ng system 43^ 

The basic design of the safety device for a stored-program control is now described 
with reference to Figure 2. The stored-program control is formed by SPS program 49, 
which is run under real time operating system 47 in conjunction with processor 51 . This 
SPS program 49 can be written by the user via programming environment 41. 
Programming environment 41 runs under operating system 43. This may be a non-real 
time capable operating system 43 of a conventional personal computer, such as 
Windows, for example. The user program written under programming environment 41 is 
compiled, so that it becomes SPS program 49, executable under real time operating 
system 47. This SPS program 49 processes the output signals of peripheral 32 using 
data modules. The respective control signals for peripheral 32 are generated 
depending on the input quantities for SPS program 49. Data is exchanged between the 
stored-program control, formed by SPS program 49 and real time operating system 
47, and the peripheral 32 via computer bus system 12, plug-in card 30 and bus system 
20, to which peripheral 32 is connected. A display window 45 is provided to display 
relevant states and data of peripheral 32. States of the inputs/outputs of peripheral 32 
or of bus system 20 are displayed under operating system 43. Furthermore, the system 
may allow the user to configure the data to be displayed in display window 45 himself 
using programming environment 41 . 
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With the initialization of computer 50, operating system 43 and the respective display 
window 45 are started. Then real time operating system 47 is initialized, whereupon 
SPS program 49 is loaded from main memory 53 and bus system 20 is configured. 
SPS program 49 starts at the point that depends on the status stored upon termination 
5 of the latest run. Program 49 is executed in real time and run cyclically until a terminate 
command appears. In this event, SPS program 49, the current data stored in the data 
modules and, as the case may be, the states in memory 14 are saved. 

Additional safety-relevant functions, a display, and a user intervention option are 
10 implemented on plug-in card 30, which are elucidated below on the basis of Figure 1 . 

Controller 10 controls the data exchange between computer bus system 12 and bus 
;^ system 20. The output states of peripheral 32 are cyclically read and forwarded to SPS 
: r\ program 49. SPS program 49 in turn delivers control signals for the inputs of peripheral 

» H to 

N= 32. This data exchange is controlled by controller 10. In addition, controller 10 is 

15* responsible for the coupling with memory 14, which is preferably designed as a non- 

H volatile, battery-buffered, remanent memory 14. Safety-relevant data, accessible to the 

"X. c 

Ul SPS program, are stored in memory 14. These are preferably data that must be 
JJ available even in the event of a power failure or a malfunction of computer 50 for quick 
f - restart, such as, for example, remanent flags or data modules in which characteristic 
20 peripheral data is permanently stored. Should computer 50 malfunction, the stored- 
program control can retrieve the data stored in memory 14 for the subsequent restart. 

Control signals 17 are sent to controller 10 via interface 16. Control signals 17 can be 
influenced via switches. One input of interface 16, for example, can be used to set the 

25 stored-program control to stop mode. If the user activates the stop command via this 
control signal 17, controller 10 relays this signal to SPS program 49 via computer bus 
system 12, whereupon the SPS program jumps to the respective stop routine. The 
process is similar in the event of a second control signal 17, which is used as a start 
command to activate SPS program 49. This allows the user to influence the status of 

30 the stored-program control, bypassing programming environment 41 . 
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Controller 10 relays wake-up signal 25 coming from the storecl-program control to 
monitor 24. This is a cyclically occurring signal, a sync signal or a watchdog signal. 
Monitor 24 opens a time window of 2 seconds, for example, within which an edge of 
wake-up signal 25 must occur so that a conclusion can be made about the error-free 
5 operation of the stored-program control. Otherwise, monitor 24 generates an 

emergency signal for bus controller 18, which activates an emergency function of bus 
controller 18. If bus controller 18 receives this emergency signal from monitor 24, it sets 
peripheral 32 to a predefined safe mode. This safe mode command is stored in bus 
controller 18. 

10 

\f % Contactor 26 provides an output signal 27, which can be picked up by the user, 
;jj preferably in the form of a zero-potential switching signal. Output signal 27 indicates 
■P whether the stored-program control is in an error-free state. The display of an error 
\1 state of the stored-program control can be initiated via a signal directly generated by 
15" monitor 24. 

-■» » 

y Controller 10 issues a software-generated error mode signal to monitor 24, which 
j|i converts this signal via hardware into a control signal for contactor 26. As another 
« alternative for generating an output signal 27 indicating the error state of the stored- 
20 program control is to supply the output signal of AND gate 28. To do so, a ready status 
signal 23 and the output signal of monitor 24 are AND-ed. The error state is then 
displayed by output signal 27 if the stored-program control issues no ready state signal 
23 and also monitor 24 has recognized an error state. The appropriate display and 
warning functions can be activated via output signal 27. 

25 

Real time control 22 is also arranged on plug-in card 30, as described, for example, in 
German Patent No. 44 06 094. It issues a safety signal 21 to computer bus system 12, 
which ensures simultaneous operation of operating system 43 and real time operating 
system 47 without impairment of the real time capabilities of real time operating system 
30 47. 


Controller 10, memory 14, interface 16, bus controller 18, real time controller 22, 
monitor 24, contactor 26, and AND gate 28 are preferably arranged on a circuit board 
and thus form plug-in card 30. 

The function of controller 10 and bus controller 18 can also be carried out by a single 
processor/module. 


